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PREFACE

The Select Committee on Intelligence submits to the Senate this
report on its activities from January 4, 2007 to January 2, 2009.
This report will include references to activities underway at the
conclusion of the 110th Congress that the Committee expects to
continue into the future.

Under the provisions of Senate Resolution 400 of the 94th Con-
gress, the Committee is charged with the responsibility of carrying
out oversight of the programs and activities of the Intelligence
Community of the United States. Of necessity, most of the Commit-
tee’s work is conducted in secret. Nevertheless, throughout its his-
tory, the Committee has believed that its activities should be as
publicly accountable as possible. It is in that spirit that we submit
this report to the Senate, just as the Committee has been doing
since the year after its creation in 1976.

We take this opportunity to thank all of the members of the
Committee in the 110th Congress. In particular, we acknowledge
the leadership of Senator John D. Rockefeller IV who served as
Chairman during the 110th Congress and Vice Chairman from
2003 through 2006. Senator Rockefeller has stepped down as
Chairman but will continue his service on the Committee. We take
special note of those of our colleagues who have completed their
service on the Committee upon their retirement from the Senate.
Senator John Warner served on the Committee from 1987 through
1994, including as our Vice Chairman in 1993 and 1994, and then
from 2003 through 2008. Senator Chuck Hagel served on the Com-
mittee from 2003 through 2008. Their commitment to the work of
the Committee and their contribution to a strong Intelligence Com-
munity are appreciated.

We are also grateful for the work of all members of the Commit-
tee’s staff during the 110th Congress. Their hard work and profes-
sionalism were indispensable to the Committee’s efforts to meet its
responsibilities.

DIANNE FEINSTEIN, Chairman
CHRISTOPHER S. BOND,
Vice Chairman
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I. INTRODUCTION

The Committee’s work in the 110th Congress was shaped, in
large part, by events that occurred in late 2006 and early 2007.

After CIA detainees were transferred to Guantanamo in Sep-
tember 2006, information about the CIA’s detention program,
which had previously been restricted to the Chairman and Vice
Chairman, was briefed to the entire membership of the Committee.
In January 2007, during the first month covered by this report,
President Bush nominated J. Michael McConnell to be the second
Director of National Intelligence (DNI), replacing the first DNI,
John D. Negroponte, who was nominated to be the Deputy Sec-
retary of State.

Also in January 2007, Attorney General Gonzales informed the
Judiciary and Intelligence Committees that, as a result of a recent
Foreign Intelligence Surveillance Court ruling, electronic surveil-
lance that had been conducted under the President’s Terrorist Sur-
veillance Program (TSP) would now be conducted under court au-
thorization. Then, in March 2007, Chairman Rockefeller and Vice
Chairman Bond commenced efforts with the Attorney General and
DNI McConnell, whom the Senate had confirmed in February, to
consider amendments to the Foreign Intelligence Surveillance Act
(FISA).

The Committee’s expanded knowledge of the CIA’s detention pro-
gram, and evolving circumstances concerning foreign intelligence
surveillance matters, combined with priorities of the new DNI, and
ever present and challenging intelligence issues relating to Iran,
North Korea, Afghanistan and Pakistan, and Iraq, all served as the
basis of important undertakings of the Committee during the 110th
Congress.

II. LEGISLATION
A. FISA AMENDMENTS ACT OF 2008

The enacting of amendments to the Foreign Intelligence Surveil-
lance Act was a central part of the Committee’s legislative activi-
ties during the 110th Congress.

1. Background to the Protect America Act of 2007 and the FISA
Amendments Act of 2008

In December 2005, President Bush acknowledged the existence of
a presidential electronic surveillance program that was being oper-
ated outside of the Foreign Intelligence Surveillance Act. The pro-
gram, which came to be known as the President’s Terrorist Surveil-
lance Program, was described as authorizing the National Security
Agency (NSA) to intercept international communications into and
out of the United States of persons linked to al Qaeda or related
terrorist organizations. In January 2006, the Department of Justice
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(DOJ) released a paper entitled “Legal Authorities Supporting the
Activities of the National Security Agency Described by the Presi-
dent.” The paper addressed, in an unclassified form, DOJ’s view of
the legal basis for the activities acknowledged by the President.
During 2006, dozens of lawsuits were filed challenging the legality
of the President’s program, including actions for damages against
telecommunications companies alleged to have participated in the
program. Both Houses of Congress also considered bills related to
the President’s program during 2006, but none of the legislation
was enacted.

In January 2007, soon after the 110th Congress convened, Attor-
ney General Gonzales wrote to the Senate and House Judiciary and
Intelligence Committees that a judge of the Foreign Intelligence
Surveillance Court (FISC) had issued orders authorizing the Gov-
ernment to target for collection international communications into
or out of the United States where there is probable cause to believe
that one of the parties to the communication is a member of al
Qaeda or a related terrorist organization. The letter advised the
committees that as a result of the FISC order the electronic sur-
veillance that had been occurring as part of the TSP would now be
conducted with FISC approval. It further advised them that the
President had determined not to reauthorize the TSP when then-
current authorizations expired.

The decision to transfer collection from presidential to FISC au-
thority did not resolve, however, whether legislation was needed
both to modernize FISA and to address the many lawsuits brought
against private carriers for alleged participation in the President’s
program. In light of that, in March 2007, Chairman Rockefeller and
Vice Chairman Bond notified Attorney General Gonzales of their
intention to address those questions. To that end, they requested
that the Administration submit a formal proposal for legislation.
The Director of National Intelligence submitted a proposal in April
2007 to amend the collection authorities of FISA and also to pro-
vide immunity from lawsuits arising out of the TSP.

On May 1, 2007, the Committee held a public hearing to enable
the Administration to explain as openly as possible why the legisla-
tion it was proposing should be enacted. The full record of that
hearing, which the Committee entitled “Modernization of the For-
eign Intelligence Surveillance Act,” is printed in S. Hrg. 110-399.
DNI McConnell and Kenneth Wainstein, Assistant Attorney Gen-
eral for National Security, testified. Statements for the record were
also received, posted on the Committee’s website, and printed in
the published hearing record from the following: Kevin Bankston,
Electronic Frontier Foundation; James Dempsey, Center for De-
mocracy and Technology; Bruce Fein, former Department of Justice
official; Caroline Frederickson, American Civil Liberties Union;
David Kris, former Department of Justice official; Kate Martin and
Lisa Graves, Center for National Security Studies; Suzanne
Spaulding, former Central Intelligence Agency and House and Sen-
ate Intelligence Committee counsel; and K.A. Taipale, Center for
Advanced Studies in Science and Technology Policy. The Com-
mittee also held classified hearings and received classified informa-
tion through briefings, interviews, written questions, and the ex-
amination of documents. See S. Rep. No. 110-209, at 2 (2007).
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2. The Protect America Act of 2007

The timetable for considering FISA legislation was affected by
two circumstances in the late spring and early summer of 2007.

First, at the end of May 2007, the Intelligence Community (IC)
brought to the Committee’s attention a ruling by the FISC that had
an effect on the collection of foreign intelligence. In the regular 90—
day cycle of reauthorizations by the FISC of electronic surveillance
orders, a judge of that court, on considering in April 2007 an appli-
cation to renew the orders issued in January 2007, issued a ruling
that the DNI later described as significantly diverting NSA ana-
lysts from their counterterrorism mission to provide information to
the Court. In late July 2007, the DNI informed Congress that the
decision of the second FISA judge had led to degraded capabilities
in the face of a heightened terrorist threat environment. Second,
the Committee had not yet succeeded in obtaining access to docu-
mentation—namely, the presidential authorizations for the pro-
gram and the legal opinions of the Department of Justice which
supported those authorizations—the Committee had repeatedly re-
quested for its consideration of legislation on immunity for tele-
communication companies.

These circumstances led to a decision to separate the question of
an immediate, short term measure on intelligence collection from
that of a longer term measure on both FISA modernization and im-
munity for telecommunication companies that had participated in
the program. On July 27, 2008, the Director of National Intel-
ligence sent an interim legislative proposal to Majority Leader
Harry Reid, Minority Leader Mitch McConnell, Speaker Nancy
Pelosi, and Minority Leader John Boehner. The DNI stated that
the interim proposal significantly narrowed his earlier legislative
request and that it did not include liability protection for those who
were alleged to have assisted the Government following September
11, 2001. On August 3, 2007, the Senate adopted S. 1927, the Pro-
tect America Act of 2007 (PAA), sponsored by Minority Leader
Mitch McConnell and Vice Chairman Christopher S. Bond, which
the House passed the following day and the President signed into
law as Pub. L. 110-55. The PAA authorized the DNI and the Attor-
ney General to acquire foreign intelligence concerning persons out-
side the United States if the acquisition involved the assistance of
a communications provider and a significant purpose of the collec-
tion was the acquisition of foreign intelligence. The PAA was to
sunset after 180 days, which the Congress subsequently extended
for 15 days until February 16, 2008 (Pub. L. 110-182); notwith-
standing the sunset, pursuant to the PAA, authorizations under it
remained in effect for a year from their issuance. The PAA did not
address the question of immunity for participation in the TSP.

3. The FISA Amendments Act of 2008

On October 9, 2007, the Committee gained access to the presi-
dential authorizations and supporting DOJ opinions for the TSP.
After a Committee business meeting at which it acted on seven
amendments, the Committee by a vote of 13—2 favorably reported
on October 26 an original bill, S. 2248, the FISA Amendments Act
of 2007, with an accompanying report, S. Rep. No. 110-209, that
contained additional and minority views. Under the terms of S.
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Res. 400 (1976), the Committee on the Judiciary obtained sequen-
tial referral of the bill, which it in turn reported on November 16,
2007, with a report—S. Rep. No. 110-258—that was filed on Janu-
ary 22, 2008.

There were three rounds of Senate floor debate on cloture,
amendments, and passage: 153 Cong. Rec. (Dec. 14-17, 2007); 154
Cong. Rec. (Jan. 23-Feb.12, 2008) (including a managers’ amend-
ment in the form of a complete substitute, agreed to on January
24, 2008); and 154 Cong. Rec. (June 25 and July 8-9, 2008). On
February 12, 2008, the Senate passed S. 2248 by a vote of 68-29,
which it sent to the House as an amendment to H.R. 3773, the
House-passed FISA bill. On March 14, 2008, the House, by a vote
of 213-197, voted to return H.R. 3773 to the Senate with an
amendment. On June 20, 2008, following an agreement reached
without a formal conference, the House, by a vote of 293-129,
passed a new bill, HR. 6304, which contained a complete com-
promise of the differences between the measures that each House
had passed earlier. On July 9, by a vote of 69-28, the Senate joined
in passing H.R. 6304. During debate on the bill, the Chairman and
Vice Chairman of this Committee each placed in the Congressional
Record sectional analyses of the Act. Those statements built on the
Committee’s analysis of S. 2248 in its October 2007 report with
changes to reflect Senate floor action on S. 2248 and the com-
promises embodied in H.R. 6304: 154 Cong. Rec. S6129-35 (daily
ed., June 25, 2008) (Chairman Rockefeller); id., S6387-94 (daily
ed., July 8, 2008) (Vice Chairman Bond); see also id., S6404—6405
(daily ed., July 8, 2008) (Chairman Rockefeller); id., S6471 (daily
ed., July 9, 2008) (colloquy between Chairman Rockefeller and Vice
Chairman Bond). President Bush signed the bill into law, as Pub.
L. 110-261, on July 10, 2008. 44 Weekly Comp. Pres. Doc. 975.

The FISA Amendments Act of 2008 (FAA) addresses two prin-
cipal challenges. First, looking forward, it provides for the targeting
of persons reasonably believed to be located outside the United
States, under a system of judicial and other oversight that is in-
tended to protect the privacy and civil liberties of U.S. citizens and
permanent residents. Second, looking back, it provides protection
by way of immunity to electronic communication service providers
who provided assistance to the Intelligence Community between
September 11, 2001, and the conclusion of the President’s program
in January 2007, upon receiving written assurances that the pro-
gram had been authorized by the President and determined to be
lawful. Additionally, the Act establishes procedures for protecting
service providers who have provided in the past, or provide in the
future, assistance to the Intelligence Community in accordance
with orders of the FISC or written certifications of the Attorney
General under specified provisions of Title 18. The Act has no effect
on any litigation against government officials in relation to the
President’s program and provides for a thorough review of and re-
port on the President’s program by Inspectors General with rel-
evant jurisdiction.

o Title I of the FISA Amendments Act of 2008 establishes a new
Title VII of FISA on foreign intelligence collection targeted against
persons reasonably believe to be located outside of the United
States.
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e Section 702 replaces the temporary authority of the Protect
America Act by authorizing collection of foreign intelligence in the
United States with the assistance of electronic communication serv-
ice providers that is targeted against non-U.S. persons reasonably
believed to be outside the United States. The PAA had authorized
collection “concerning” persons reasonably believed to be located
outside the U.S. Section 702 eliminates the vagueness associated
with the word “concerning” and instead authorizes the “targeting”
of persons. The PAA had not provided for judicial review of mini-
mization procedures; section 702 provides for that review. It also
establishes a series of limitations on collection to ensure that sur-
veillance under section 702 is not directed at persons within the
United States or at U.S. persons inside or outside of the United
States. The judicial review of targeting and minimization proce-
dures is to occur prior to the commencement of collection under a
DNI and Attorney General authorization unless they determine
that exigent circumstances exist. The ground for exigent cir-
cumstances is whether, without immediate implementation, intel-
ligence important to national security may be lost or not timely ac-
quired. Section 702 modifies the procedures for judicial review,
both in the form of enforcement petitions against non-complying
carriers and their petitions for judicial review, of directives issued
to carriers by the DNI and the Attorney General. It also enhances
oversight by Inspectors General and the House and Senate Intel-
ligence and Judiciary Committees.

e Section 703 governs the targeting of U.S. persons who are rea-
sonably believed to be outside the United States when the acquisi-
tion of foreign intelligence is conducted inside the United States. It
establishes procedures, drawn from Titles I and III of FISA, which
provide for renewable FISC determinations that there is probable
cause to believe that the U.S. person is a foreign power or an
agent, officer, or employee of a foreign power.

e Section 704 governs other acquisitions that target U.S. persons
outside the United States. It addresses any targeting of a U.S. per-
son outside of the United States under circumstances in which that
person would have a reasonable expectation of privacy and a war-
rant would be required if the acquisition were conducted in the
United States. It thus covers not only communications intelligence
but the physical search of a home or office of a U.S. person by an
element of the U.S. Intelligence Community outside of the United
States. For the first time, in accordance with section 704, any tar-
geting of a U.S. person outside the United States now requires a
renewable 90-day FISC determination that there is probable cause
to believe that the U.S. person is a foreign power or an agent, offi-
cer, or employee of a foreign power.

o The FAA, in section 102, reiterates that FISA and designated
chapters of Title 18 of the United States Code are the exclusive
means by which electronic surveillance and interception of certain
communications may be conducted and provides that only an ex-
press authorization may be an additional exclusive means for elec-
tronic surveillance or domestic interception.

e The FAA provides for the sunset of these authorities on De-
cember 31, 2012, so that Congress and the Executive must review
them before the end of the term of the current President.
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o Title IT of the FISA Amendments Act of 2008 establishes a new
Title VIII of FISA on the “Protections of Persons Assisting the Gov-
ernment.” Section 802 establishes procedures for implementing
statutory defenses. No civil action may lie or be maintained against
a person for providing communications information or access to an
IC element if the Attorney General certifies one of five things.
Three of the grounds for certification are that the assistance was
provided pursuant to a FISC order, a certification under Title 18
of the U.S. Code, or a directive under the PAA or FAA. The fourth
ground is related specially to the President’s program. It authorizes
an immunity certification for actions against a carrier for the provi-
sion of assistance to the Intelligence Community in connection with
an intelligence activity authorized by the President between Sep-
tember 11, 2001 and January 17, 2007, that was designed to detect
or prevent a terrorist attack against the U.S., and for which there
was a written request or directive that the activity was authorized
by the President and determined to be lawful. The fifth ground for
a certification is that the defendant in a lawsuit had not provided
the alleged assistance. The court is to give the certification effect
unless it determines that the certification is not supported by sub-
stantial evidence. In making that determination, the court may re-
view the written requests or directives to carriers, among other ma-
terials. While classified material shall be considered in camera, sec-
tion 802 protects the opportunity of plaintiffs to take part in the
briefing and argument of legal issues. The underlying premise of
the new Title VIII is that carriers who responded to the request for
assistance after September 11, upon receiving written high-level
representations of authorization and legality, should not be subject
to liability for their assistance during that period. The Committee
also determined that the Intelligence Community cannot obtain the
intelligence it needs without assistance from electronic communica-
tion service providers, and expressed in its report the concern that
without retroactive immunity the private sector might be unwilling
to cooperate with lawful Government requests in the future with-
out unnecessary court involvement and protracted litigation. Nev-
ertheless, in the future, as the Committee explicitly admonishes in
its report, the Government and carriers should adhere to the pre-
cise statutory requirements for surveillance assistance. Nothing in
Title VIII diminishes any right to relief from Government parties.

o Title III of the FISA Amendments Act of 2008 provides for a
comprehensive review, within the oversight authority and responsi-
bility of each, by Inspectors General whose departments or IC ele-
ments participated in the TSP. A final report in unclassified form,
but which may include a classified annex, shall be submitted to the
House and Senate Intelligence and Judiciary Committees within a
yfar (July 10, 2009) of the enactment of the FISA Amendments Act
of 2008.

B. INTELLIGENCE AUTHORIZATION BILLS FOR 2007, 2008, AND 2009

Our last biennial report observed that the 109th Congress was
the first since establishment of the Intelligence Committee in the
94th Congress which did not enact an Intelligence Authorization.
S. Rep. No. 110-57, at 3. Unfortunately, the 110th Congress fared
no better.
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The Committee’s first legislative endeavor in the 110th Congress
was to attempt to revive the fiscal year 2007 bill by again reporting
it to the Senate. S. 372; S. Rep. No. 110-2 (Jan. 24, 2007). After
a sequential report by the Committee on Armed Services, S. Rep.
No. 110-5 (2007), the Senate invoked cloture on a motion to pro-
ceed to consideration of the bill, but on April 16, 2007, by a vote
of 41-40, cloture was not invoked on the bill itself. 153 Cong. Rec.
S 4471-72 (daily ed.). During debate on April 16 and 17, amend-
ments were offered and a number were agreed to by unanimous
consent. After a motion to reconsider the vote by which cloture was
not invoked, cloture again failed, by a vote of 50—45. 153 Cong. Rec.
S 4580 (daily ed., Apr. 17, 2007). The bill was returned to the cal-
endar and efforts to pass a fiscal year 2007 authorization ended.

In the first months of both 2007 and 2008, the Committee con-
ducted its annual review of the President’s budget recommenda-
tions for the civilian and military agencies and departments com-
prising the Intelligence Community for fiscal years 2008 and 2009.
These reviews included the National Intelligence Program and the
Military Intelligence Program (concerning which the Committee
makes recommendations to the Senate Armed Services Committee).

The intelligence entities covered by the annual reviews included
the Office of the Director of National Intelligence (ODNI), the Cen-
tral Intelligence Agency (CIA), the Defense Intelligence Agency
(DIA), the NSA, the National Geospatial-Intelligence Agency
(NGA), the National Reconnaissance Office (NRO), the intelligence
capabilities of the military services and the Coast Guard, as well
as the intelligence-related components of the Federal Bureau of In-
vestigation (FBI), the Departments of State, Treasury, Energy, and
Homeland Security, and the Drug Enforcement Administration.

As part of its reviews in 2007 and 2008, the Committee held
closed budget hearings at which senior IC officials testified. During
briefings at the Committee and on site at IC agencies, Committee
staff members, designated as budget monitors for particular IC ele-
ments, evaluated detailed budget justifications submitted by the
Executive Branch. On the basis of those reviews, the Committee
prepared a classified annex to each annual bill and report. Each
annex contained a classified schedule of appropriations and classi-
fied directions to IC elements that addressed a wide range of issues
identified during the annual budget reviews and other Committee
oversight activities.

While these annual budget reviews were in progress, the Com-
mittee also reviewed the Administration’s proposals for the public
part of each annual bill, consisting of new or amended legislative
authority requested by the IC. The Committee also considered
other legislative proposals originating in the Committee, notably
provisions that had been included in the proposed fiscal year 2007
bill. From this part of its work, the Committee produced an origi-
nal bill and also a public report for each of fiscal years 2008 and
2009. The reports explained the provisions of each bill and also pro-
vided comments, including directions to the IC, which could be
stated in an unclassified form.

As a result of this extensive process in 2007 and again in 2008,
the Committee reported two Intelligence Authorizations bills with
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accompanying reports and classified annexes, one for fiscal year
2008 and the second for fiscal year 2009.

On May 31, 2007, the Committee reported S. 1538, its proposed
Intelligence Authorization Act for Fiscal Year 2008, accompanied
by S. Rep. No. 110-75 (2007). The bill was sequentially referred to
the Armed Services Committee and then reported by that Com-
mittee. S. Rep. No. 110-92 (2007). On October 3, 2007, the Senate
passed S. 1538 with a managers amendment and sent it to the
House in the form of an amendment to H.R. 2082, the fiscal year
2008 authorization bill passed by the House of Representatives. A
conference committee reported H.R. 2082 on December 6, 2007.
H.R. Rep. No. 110-478 (2007). By a vote of 222-199, the House
agreed to the conference report on December 13, 2007. 153 Cong.
Rec. H15426 (daily ed.). On February 13, 2008, by a vote of 51-45
the Senate also approved the conference report. 154 Cong. Rec. S
937 (daily ed.). On March 8, 2008, the President vetoed H.R. 2082
by returning it to the House with his objections. 154 Cong. Rec.
H1419 (daily ed.). By a vote of 225-188, the House failed to over-
ride. 154 Cong. Rec. H1502 (daily ed., March 11, 2008).

On May 8, 2008, the Committee reported S. 2996, its proposed
Intelligence Authorization Act for Fiscal Year 2009, accompanied
by S. Rep. No. 110-333 (2008). S. 2996 included many of the legis-
lative provisions that had been in the conference report on the fis-
cal year 2008 bill. No Senate floor action occurred on the 2009 bill,
which expired at the end of the 110th Congress together with H.R.
5959, the Intelligence Authorization Act for Fiscal Year 2009 that
had passed the House on July 16, 2008.

Thus, the 110th Congress became the second Congress since the
94th not to enact an intelligence authorization bill. For three
straight fiscal years, 2006, 2007, and 2008, and for at least the be-
ginning of fiscal year 2009, authorization for IC activities has been
provided by stop-gap provisions in the appropriations acts for the
Department of Defense (and similar provisions in other appropria-
tions) which provide that funds appropriated by them are deemed
to be authorized during the fiscal year until enactment of an intel-
ligence authorization act for that year (e.g., Consolidated Security,
Disaster Assistance, and Continuing Appropriations Act, 2009,
Pub. L. No. 110-329, Section 8080).

As the Committee noted in its 109th Congress report, the effect
of failure to complete action on an intelligence authorization bill is
not limited to the authorization of appropriations. Apart from the
rare major restructuring of the Intelligence Community that oc-
curred by virtue of the Intelligence Reform and Terrorism Preven-
tion Act of 2004 (Pub. L. 108-458), and for occasional intelligence
items that are enacted in other laws (see parts II(C)—(E) below),
annual intelligence authorization acts have been the regular means
for adjusting, as needs are recognized, the statutory authorities of
the IC. The last time that occurred on a regular basis was four
years ago in the enactment in December 2004 of the Intelligence
Authorization Act for Fiscal Year 2005.

The Committee’s legislative proposals during the 110th Congress
are explained in detail in our reports on the 2007, 2008, and 2009
bills and in the conference report on the 2008 bill. The principal
recommendations included:
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e Measures to enhance the authority and flexibility of the DNI
to manage personnel. These included added authority over IC per-
sonnel levels, the movement of personnel to where they are needed
through details from one IC element to another IC element, and
enhanced pay for critical positions such as those requiring special
technical abilities. In its 2008 and 2009 bills, the Committee sup-
ported increasing the DNI’s ability to manage IC personnel as part
of a community, such as by extending scholarship programs to IC
elements that now lack them. This enhanced management author-
ity, however, was not contained in the conference report on the
2008 bill, and will require further study in the House. The en-
hanced personnel management authority was accompanied by pro-
visions to improve IC personnel planning, to account for the num-
ber and use of the Intelligence Community’s burgeoning number of
contractors, and to facilitate the replacement of contractors with
regular IC employees.

e Measures to improve information sharing by authorizing inter-
agency funding to quickly address deficiencies or needs that arise
in intelligence information access or sharing capabilities, and also
to improve the DNI’s ability to finance national intelligence centers
and other means to address intelligence issues through coordinated
efforts in the Intelligence Community.

e Acquisition reforms, including vulnerability assessments of
major systems, establishment of requirements for a business enter-
prise architecture to enhance IC business system modernization,
and a measure to curb excessive cost growth of major systems.

o Establishment of a strong and independent Inspector General
(IG) for the Intelligence Community, appointed by the President
with the advice and consent of the Senate, to review programs of
the Intelligence Community and the relationships among the ele-
ments of it, and to report to the DNI and Congress. The President’s
veto message on the fiscal year 2008 bill asserted that the office
is duplicative and unnecessary, stating that each component al-
ready has an Inspector General and that the existing IG for the
ODNI has been vested with all legal powers of any DNI. In again
reporting the IG provision as part of its proposed 2009 bill, the
Committee reaffirmed its conviction in the importance of an inde-
pendent, statutory Inspector General for the IC. The IG position
created by the provision would not duplicate the existing ODNI po-
sition, which would be replaced by it. The provision has been care-
fully refined, in conjunction with the Senate Armed Services Com-
mittee, to avoid duplication or conflict with any IG in the Depart-
ment of Defense. A statutory IG for the Intelligence Community is
especially needed to address issues that run across the jurisdiction
of individual IC elements and that cannot be fully addressed by In-
spectors General for individual IC elements whose jurisdictions are
bounded by the elements in which they serve.

e In recognition of the critical responsibilities of the Directors of
the NSA, NRO, and the NGA, a requirement that their appoint-
ments by the President be confirmed by the Senate. In an effort to
reach a compromise with the Executive Branch, the conference re-
port on the 2008 bill limited this to the confirmation of the NSA
and NRO Directors. In his veto message, the President neverthe-
less listed the provision among his objections, asserting that the
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provision would subject the filling of the positions to harmful
delays and risk injecting political pressure into positions of tech-
nical expertise and public trust. After consideration of the Presi-
dent’s objection, in reporting its fiscal year 2009 bill the Committee
returned to its original view that all three positions should be sub-
ject to confirmation. Each official plays a critical role in the na-
tional intelligence mission and spending by their agencies com-
prises a significant portion of the entire intelligence budget. In ad-
dition, as the conference report on the 2008 bill states, the Com-
mittee is seeking that these positions be subject to confirmation be-
cause of the important role each plays. For NSA, that role includes
ensuring that its intelligence collection is consistent with the pro-
tection of the civil liberties and privacy interests of U.S. persons;
for NRO, it includes ensuring that the NRO appropriately manages
its mission and the significant budget resources and mission en-
trusted to it. With respect to the specter of confirmation delays, the
Committee has a record of expeditious, non-political consideration
of nominations to positions in the IC.

e An increase in the penalties for the disclosure of the identity
of undercover intelligence officers and agents.

The conference report on the fiscal year 2008 bill also included
a provision, added during conference, to prohibit the use of any in-
terrogation treatment or technique not authorized by the United
States Army Field Manual on Human Intelligence Collector Oper-
ations (Army Field Manual) against any individual in the custody
or effective control of any element of the Intelligence Community.
While other provisions in the 2008 bill were also listed in the veto
message, the President’s objection to the Army Field Manual provi-
sion was the central objection in the veto message. By a vote of 9—
6, the Committee included this provision in its fiscal year 2009 bill.
The continuing dispute over the provision was a contributing factor
to the bill not receiving floor consideration during the 110th Con-
gress.

Minority views submitted with the Committee’s report on the
2009 bill asserted that a better alternative to limiting interrogation
techniques would be to prohibit the use of techniques that are ex-
plic(itly b)anned by the Army Field Manual. S. Rep. No. 110-333, at
79 (2008).

C. IMPLEMENTING RECOMMENDATIONS OF THE 9/11 COMMISSION
AcTt oF 2007

The Intelligence Reform and Prevention Act of 2004, Pub. L.
108-458, addressed many but not all recommendations in the 2004
report of the National Commission on Terrorist Attacks Upon the
United States. In the Implementing Recommendations of the 9/11
Commission Act of 2007 (9/11 Act), Pub. L. 110-53, Congress en-
acted responses to a list of remaining unfulfilled recommendations
of the 9/11 Commission. Title VI of the 9/11 Act is entitled “Con-
gressional Oversight of Intelligence.” The 9/11 Commission’s report
had stated: “Of all our recommendations, strengthening congres-
sional oversight may be among the most difficult and important.”
In addition to provisions that respond to specific recommendations
of the 9/11 Commission, Title VI contains other matters designed
to augment oversight and accountability.
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In the Senate, primary responsibility for the 9/11 Act (most of
which addressed homeland security matters such as incident re-
sponse and transportation security) rested with the Committee on
Homeland Security and Governmental Affairs. With regard to the
IC matters addressed in Title VI, the Committee on Homeland Se-
curity and Governmental Affairs worked closely with this Com-
mittee, particularly in preparation for conference with the House.

1. Section 601: Declassification of the total amount appropriated for
national intelligence

The 9/11 Commission had recommended that “the overall
amounts of money being appropriated for national intelligence and
to its component agencies should no longer be kept secret.” In sup-
port of the recommendation, the Commission had urged that “when
even aggregate categorical numbers remain hidden, it is hard to
judge priorities and foster accountability.”

The Senate had sought, in S. 2845 of the 108th Congress, its
version of the Intelligence Reform and Terrorism Prevention Act of
2004, to implement the 9/11 Commission recommendation by re-
quiring the declassification of the overall amounts requested, au-
thorized, and appropriated for national intelligence. The Senate
provision, however, was not included in the conference agreement
on the 2004 Act. This Committee then sought legislation, as part
of several annual intelligence authorization bills, to require the
President to disclose the aggregate amount of funds requested for
the National Intelligence Program in the annual budget submission
for the program, the aggregate amount authorized, and the aggre-
gate amount appropriated. The Committee’s proposals also would
have required the DNI to conduct a study on the advisability of dis-
closing the aggregate amounts requested, authorized, and appro-
priated for each of the 16 elements of the Intelligence Community.
See S. Rep. No. 110-2, at 5 (2007) (report on FY 2007 Authoriza-
tion); S. Rep. No. 110-75, at 55 (2007) (report on FY 2008 Author-
ization). These proposals became part of the Senate’s 9/11 bill.

The conference agreement adopted the Senate provision with
modifications. It required, in section 601 of the 9/11 Act, that the
DNI disclose the aggregate amount of funds finally appropriated
(but not the funds initially requested or authorized) for the Na-
tional Intelligence Program within 30 days of the end of the fiscal
year. By limiting the disclosure to a single amount, the amount ap-
propriated for the entire fiscal year-an amount that includes both
regular and supplemental appropriations—and not requiring disclo-
sure of amounts requested and authorized, the conference agree-
ment sought to avoid public speculation about intelligence pro-
grams involved in differences between the President and Congress,
or the Senate and House, in enacting appropriations. The con-
ference agreement also deleted the study of further declassification
down to the level of the total amounts for individual IC elements.
Finally, the conference agreement limited mandatory declassifica-
tion to fiscal years 2007 and 2008. For fiscal years 2009 and after,
the President may waive or postpone disclosure by submitting to
the congressional intelligence committees, within 30 days of the
end of a fiscal year, a statement in unclassified form that disclo-
sure would damage national security and a further statement,
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which may be classified, detailing the reasons. These requirements
are set forth in 50 U.S.C. 415¢.

On October 30, 2007, the DNI implemented the top line declas-
sification provision of the 9/11 Act by disclosing that the aggregate
amount appropriated to the National Intelligence Program for fis-
cal year 2007 was $43.5 billion. On October 28, 2008, the DNI pub-
licly announced that the aggregate amount appropriated for fiscal
year 2008 was $47.5 billion.

Section 346 of the Committee’s proposed authorization for fiscal
year 2009 (S. 2996; S. Rep. No. 110-333, at 19) would have made
mandatory disclosure of the top line appropriated for that fiscal
year and provided that the waiver authority in section 601 of the
9/11 Act not apply until fiscal year 2010. Whether to make disclo-
sure for fiscal year 2009, and possibly subsequent years, not sub-
ject to waiver is a matter for consideration in the 111th Congress.

2. Sections 602 and 604: Public Interest Declassification Board

As described in its report on the intelligence authorization act for
fiscal year 2008, S. Rep. No. 110-75, at 6-7, the Committee was
impeded in obtaining the assistance of the Public Interest Declas-
sification Board in reviewing several Executive Branch classifica-
tion decisions regarding Committee reports on prewar intelligence
about Iraq. The White House had interpreted the Board’s author-
izing legislation to require presidential approval for the Board to
conduct a review at the request of Congress. The Committee rec-
ommended, in section 308 of its proposed intelligence authorization
bill for fiscal year 2008, S. 1538, that the Board be authorized to
conduct reviews upon receiving a congressional request, regardless
of whether the review is requested by the President. The Com-
mittee also proposed that the life of the Board be extended for four
years until the end of 2012.

In section 602, the conference agreement on the 9/11 Act incor-
porated, with minor technical changes, the Senate proposal on the
authority of the Public Interest Declassification Board to conduct
reviews upon receiving a congressional request as well as the Sen-
ate proposal to extend the life of the Board. Section 604 of the
9/11 Act provided for funding of the Board during fiscal year 2007.

During the 110th Congress, the Public Interest Declassification
Board issued a comprehensive report, including recommendations,
on declassification policies and programs within the federal govern-
ment: Improving Declassification, A Report to the President from
the Public Interest Declassification Board (December 2007). The re-
port is posted on the National Archives website. While the main
part of the report concerns declassification programs and policies in
the Executive Branch, including matters that have been of concern
to the Committee such as the treatment of the President’s Daily
Brief, the report also addresses the declassification of congressional
records that contain classified information provided by the Execu-
tive Branch. As evidenced by the further extension of the life of the
Board, the work and reports of the Public Interest Declassification
Board are important to the congressional oversight of declassifica-
tion programs and policies.
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3. Section 603: Structure of congressional oversight

The 9/11 Commission made several recommendations about con-
gressional oversight.

In 2004, the Senate acted on one of the Commission’s oversight
recommendations by eliminating, in S. Res. 445 of the 108th Con-
gress, the eight-year term limit provision on committee member-
ship contained in the Committee’s authorizing resolution, S. Res.
400 of the 94th Congress. The 9/11 Commission urged that “Mem-
bers should serve indefinitely on the intelligence committees, with-
out set terms, thereby letting them accumulate experience.”

In 2004, the Senate also sought to address a 9/11 Commission
recommendation on the structure of oversight in the Senate by pro-
viding in S. Res. 445 for an intelligence subcommittee in the Com-
mittee on Appropriations. That subcommittee, however, has not
been established. The Commission had reported in 2004 that it had
considered and proposed two alternatives to the present oversight
structure in the House and Senate: a joint committee modeled after
the old Joint Committee on Atomic Energy and separate commit-
tees in each House that combine authorizing and appropriations
powers.

Section 603 of the 9/11 Act set forth a Sense of the Senate that
the Committee on Homeland Security and Governmental Affairs
and this Committee should review the recommendations of the 9/
11 Commission on congressional oversight as well as other sugges-
tions and submit to the Senate recommendations for carrying out
reforms.

On November 13, 2007, this Committee held a public hearing to
receive testimony from members of the 9/11 Commission and oth-
ers. On March 6, 2008, fourteen members of the Committee joined
in a letter to the Senate leadership that the Senate should adopt
one of two means of implementing oversight reform. One was to
consolidate authorization and appropriations authority in this
Committee, an approach taken by S. Res. 375 in the 110th Con-
gress. The other was to amend and implement the determination
made by the Senate in S. Res. 445 of the 108th Congress to estab-
lish an intelligence subcommittee in the Committee on Appropria-
tions.

The Committee’s letter to the Senate leadership (reprinted at 154
Cong. Rec. S. 8419 (daily ed., Sept. 11, 2008)) offers specific pro-
posals to enhance coordination of intelligence authorization and ap-
propriation responsibilities, such as placing on the appropriations
subcommittee any Intelligence Committee member who is on the
Appropriations Committee and making the Intelligence Committee
Chairman and Vice Chairman ex officio members of the sub-
committee if they are not already on it by virtue of Appropriations
Committee membership. A resolution implementing these pro-
posals, S. Res. 655, was submitted on September 11, 2008, and re-
ferred to the Committee on Rules and Administration.

4. Section 605: Public release of declassified executive summary of
CIA Inspector General 9/11 accountability report

In its report for the 109th Congress, the Committee described its
efforts to obtain public release of a declassified executive summary
of a 2005 accountability report, with respect to the Agency’s pre
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and post-9/11 activities, prepared by the CIA Inspector General in
response to a recommendation of the 2002 House and Senate Joint
Inquiry Into Intelligence Activities Before and After the Terrorist
Attacks of September 11, 2001 (S. Rep. No. 110-57, at 24-26).

In the 110th Congress, the Committee included a requirement for
the declassification of the executive summary of that IG report in
its authorization bill for fiscal year 2008 (S. 1538; S. Rep. No. 110—
75, at 27). The proposed requirement was also included in the Sen-
ate version of the 9/11 Act, and became part of the conference
agreement on that act.

As enacted, Section 605 required that the CIA Director, not later
than 30 days after the enactment of the 9/11 Act, prepare and pub-
licly release the Executive Summary of the CIA Inspector General
report “declassified to the maximum extent possible, consistent
with national security.” Section 605 also required the Director to
submit to Congress a classified annex explaining any redactions.

The Director released a declassified executive summary on Au-
gust 21, 2007. The summary and the Director’s statement on its re-
lease may be found on the CIA’s website.

D. NATIONAL DEFENSE AUTHORIZATION ACT FOR FiscAL YEAR 2008

During the 110th Congress, the defense authorization bill for fis-
cal year 2008 (S. 1547, the National Defense Authorization Act for
Fiscal Year 2008) that had been reported by the Armed Services
Committee was subsequently referred to this Committee. The Intel-
ligence Committee’s report, S. Rep. No. 110-25 (2007), addressed
provisions on three matters: (1) protection of classified information
in the proceedings of Combatant Status Review Tribunals; (2) IC
responses to requests of the House and Senate Committees on the
Armed Services; and (3) standards for disqualification from
issuance of security clearances by the Defense Department. Of the
three, the second and third matters appeared in some form in the
final legislation.

With respect to IC responses to requests of the congressional
armed services committees, S. 1547 sought to establish rules on re-
sponses to requests by elements of the Intelligence Community for
documents or information. As enacted in section 1079 of Pub. L.
No. 110-181 (2008), the provision requires the DNI, the Director of
the National Counterterrorism Center, and the head of any ele-
ment of the Intelligence Community to make available, not later
than 45 days after receiving a written request from the chairman
or ranking member of the Senate or House Armed Services Com-
mittee, any existing intelligence assessment, report, estimate, or
legal opinion that relates to a matter within the jurisdiction of the
committee. It states that the DNI and other officials covered by the
section shall provide these documents unless the President deter-
mines that the document or information shall not be provided be-
cause the President is asserting a constitutional privilege. Section
1079 became the subject of a presidential signing statement that
it would be construed “in a manner consistent with the constitu-
tional authority of the President.”

The Intelligence Committee’s sequential report preceding final
enactment stated that it shared with the Armed Services Com-
mittee the conviction that it is critically important that the Intel-
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ligence Community provide to Congress the documents it needs to
perform its responsibilities. But, in the Intelligence Committee’s
view, if there is a need for legislation on any lack of timely re-
sponse by the IC, the legislation should address the problem com-
prehensively. The Intelligence Committee opined that the Congress
should not enact separate rules on access to IC documents by its
various committees outside of the congressional intelligence com-
mittees.

The other matter addressed by S. 1547 that was included (with
changes) in the final legislation involved a proposed repeal of a
Title 10 provision on security clearances that had been added in
2000. The underlying provision had disqualified from being granted
security clearances any active duty member of the Armed Forces or
officer or employee of the Department of Defense (DOD) or a DOD
contractor who fell into one of four categories: (1) had been con-
victed and sentenced in any U.S. court to a prison term of more
than one year; (2) is an unlawful user or is addicted to a controlled
substance; (3) is mentally incompetent as determined by a mental
health professional approved by the DOD; or (4) has been dis-
charged from the Armed Forces under dishonorable conditions. Dis-
qualification for conviction or dishonorable discharge could be
waived by the Secretary of Defense or the Secretary of a military
department. The DOD requested the provision be repealed because,
in its view, it unduly limited its ability to manage its security
clearance program and could create unwarranted hardships for in-
dividuals who have rehabilitated themselves as productive and
trustworthy citizens.

This Committee, by a vote of 10-5, opposed the Armed Services
Committee proposal to repeal the Title 10 provision. Our report ex-
pressed the concern that blanket repeal could lead to unintended
compromises or mishandling of national security information. S.
Rep. No. 110-125, at 4. Members of the Committee who supported
deferring to the views of the DOD and the Armed Services Com-
mittee filed additional views, noting that there is no comparable se-
curity clearance statute applicable to any other individual depart-
ment or agency and that Congress recently had legislated in favor
of the implementation of uniform and consistent policies through-
out the Government. Id. at 6-7.

Following the sequential report and discussions with this Com-
mittee, the Armed Services Committee produced a compromise that
was enacted as section 1072 of Pub. L. No. 110-181, which adds
section 3002 to the Intelligence Reform and Terrorism Prevention
Act of 2004, 50 U.S.C. 435b. The compromise limited the absolute
prohibition on security clearances, at any classification level, to of-
ficers or employees of any federal agency (not just the DOD) or of
a federal agency contractor, or active duty military personnel, who
are unlawful users of a controlled substance or addicts.

For U.S. agency officers or employees, military, or contractor per-
sonnel who are incarcerated for not less than one year on the basis
of a U.S. court conviction and sentence, dishonorably discharged, or
determined in accordance with approved adjudicative guidelines to
be mentally incompetent, the compromise provides, subject to waiv-
er, for disqualification from a limited set of security clearances,
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namely, special access programs or sensitive compartmented infor-
mation, rather than for all security clearances.

E. INSPECTOR GENERAL REFORM ACT OF 2008

Within the Senate, the Inspector General Reform Act of 2008
was introduced by Senator McCaskill and reported by the Com-
mittee on Homeland Security and Governmental Affairs. It was
signed into law on October 14, 2008 as Pub. L. 110-409. The Com-
mittee on Homeland Security and Governmental Affairs consulted
with this Committee on provisions involving Inspectors General
(IGs) within the Intelligence Community.

The Act contains measures to strengthen the independence of
IGs throughout the Government. While various provisions do not
relate to the Intelligence Community (although they might serve as
a model for subsequent IC legislation), the Act’s provisions on com-
pensation and the establishment of a Government-wide council of
1Gs apply to particular IC IGs.

As reported to the Senate, section 4 increased the compensation
of statutory IGs to Executive Level 3 plus 3 percent and section 5
prohibited cash awards or bonuses to those IGs. The Homeland Se-
curity Committee report explained the importance of these related
provisions. The compensation of some IGs had depended on the
award of bonuses by officials that they oversee. While the report
noted that presidentially-appointed IGs had generally agreed to
forego them, bonuses have been an important part of the pay struc-
ture for IGs. S. Rep. No. 110-262, at 4 (2008). The Act balances
the prohibition against bonuses with an improvement in compensa-
tion, establishing the pay level of IGs at Executive Level 3 plus 3
percent. However, as the Act neared passage, these two compensa-
tion reforms had not been applied to the CIA IG. With the full sup-
port of this Committee, the bill was amended to apply these impor-
tant pay provisions to the CIA IG.

Section 11 of the Act establishes a Council of the Inspectors Gen-
eral on Integrity and Efficiency to address matters of integrity,
economy, and effectiveness that transcend individual government
agencies. Section 11 makes the DNI IG and the CIA IG statutory
members of the Council. One function of the Council is to develop
plans for coordinated, government-wide activities that include
interagency and inter-entity audits, inspections, and evaluations.
The Act creates, within the Council, an Integrity Committee which
shall investigate allegations of wrongdoing against an Inspector
General or a staff member of an IG Office.

F. ADMINISTRATION VIEWS ON BILLS REFERRED TO THE
INTELLIGENCE COMMITTEE

Rule 12.2 of the Committee’s Rules of Procedure provides that
“Unless otherwise ordered by them, measures referred to the Com-
mittee shall be referred by the Chairman and Vice Chairman to the
appropriate department or agency of the Government for reports
thereon.” Pursuant to this rule, during the 110th Congress the
Chairman and Vice Chairman made two referrals for comments.
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1. GAO Participation in Intelligence Community audits and evalua-
tions

On January 30, 2007, the Chairman and Vice Chairman referred
to the DNI and the Comptroller General for comment S. 82, a bill
referred to the Committee entitled the Intelligence Community
Audit Act of 2007. S. 82, which had been introduced by Senator
Akaka, would “reaffirm” the authority of the Comptroller General
to perform audits and evaluations of the financial transactions, pro-
grams, and activities of the Intelligence Community. The bill pro-
posed a number of limitations on this authority including that the
Comptroller General may conduct an audit or evaluation of intel-
ligence sources or methods, or covert actions, only on the request
of one of the congressional intelligence committees or the House or
Senate majority or minority leader.

On March 7, 2007, the DNI responded to the Chairman and Vice
Chairman. The DNI stated that the approach of his office has been
to provide the General Accountability Office (GAO) with appro-
priate assistance while protecting sources and methods, and that
the ODNI has occasionally sought the views of GAO on appropria-
tions matters and review of GAO reports. However, “[plursuant to
obligations to protect intelligence sources and methods, the IC has
traditionally declined to participate in GAO inquiries that evaluate
intelligence activities, programs, capabilities, and operations.” The
DNI also expressed concern about the effect that GAO activities
could have on “the existing relationship—based on comity and mu-
tual understanding—that has developed between the IC and the
Oversight Committees.” A particular concern identified by the DNI
is that the Comptroller General might seek to carry out work in
the Intelligence Community beyond work directed by the Congress
or to do so at the request of committees that do not have jurisdic-
tion over IC activities. Overall, the DNI objected that “S. 82 has
no provision for curbing such requests or recourse for the IC in ad-
dressing the predictable drain on resources.” Consequently, “S. 82
would have an impact on the ability of the Intelligence Community
to respond to [Intelligence] Committee requests in a timely man-
ner.”

In a letter dated March 1, 2007, the Comptroller General ex-
pressed GAQ’s support for the bill. He stated that with limited ex-
ceptions existing law provides GAO with “clear audit and access
authority with respect to elements of the Intelligence Community,”
but noted that the Department of Justice has questioned GAO’s au-
thority. The letter described the GAO’s understanding of the his-
tory of the GAO’s interaction with the Intelligence Community. It
cited the need, as identified in various reports following 9/11, for
“major business transformation” in the Intelligence Community as
one area in which GAO could be of assistance to the Intelligence
Community. Subsequently, in testimony before the Committee on
Homeland Security and Governmental Affairs (HSGAC) on Feb-
ruary 29, 2008, the Comptroller General expanded on his support
for S. 82. His full written testimony, under the heading of “Intel-
ligence Reform: GAO Can Assist the Congress and the Intelligence
Community on Management Reform Initiatives,” is posted on the
websites of both HSGAC (with other testimony from the hearing)
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and the GAO. Neither this Committee nor the full Senate took any
further action on S. 82.

2. Detention and interrogation

On August 7, 2008, the Chairman and Vice Chairman referred
to the Director of National Intelligence for comment three bills on
detention and interrogation: S. 3386, introduced by the Vice Chair-
man; S. 3437, introduced by Senator Feinstein, and cosponsored by
the Chairman; and S. 1943, introduced by Senator Kennedy. S.
3386 and S. 3437 had been referred to the Intelligence Committee.
S. 1943 had been referred to the Judiciary Committee.

S. 3386, entitled the “Limitations on Interrogation Techniques
Act of 2008,” would bar subjecting anyone in the custody or under
the control of an IC element to any of a list of interrogation tech-
niques taken (with two modifications) from prohibitions in the
Army Field Manual. S. 3437, entitled “Restoring America’s Integ-
rity Act,” would bar any person in the custody or under the control
of an IC element from being subjected to a treatment or technique
of interrogation not authorized by the Army Field Manual. It would
require notice, in a manner consistent with the practices of the
U.S. Armed Forces, to the International Committee of the Red
Cross of an IC detention. It would bar CIA interrogations by con-
tractors, requiring that all CIA interrogations be conducted by
Agency employees. S. 1943 would bar interrogation by any U.S.
Government agency that is not authorized by the Army Field Man-
ual and prohibit in statute the list of techniques taken from the
prohibitions in the Army Field Manual.

On October 3, 2008, the DNI replied. The DNI wrote that “[als
a general matter, we do not believe that further legislation in this
area is necessary.” He asserted that the Detainee Treatment Act of
2005 and the Military Commissions Act of 2006 had been “drafted
and passed by Congress to allow the Central Intelligence Agency
(CIA) to continue a program for interrogation of high-level terrorist
leaders or facilitators separate from the Department of Defense in-
terrogation programs.”

With respect to the future of the program, the DNI stated: “Al-
though the Administration does not believe that additional legisla-
tion is necessary at this time, we are open to discussing with the
Committee the guidelines and restrictions applicable to the pro-
gram as a matter of both law and policy. With respect to the pro-
posal to require notice and access to the International Committee
of the Red Cross (ICRC) regarding detainees who may be held by
the CIA, the Department of State has facilitated constructive dis-
cussions between the CIA and the ICRC on these issues. We be-
lieve these discussions have been constructive and will keep the
Committee fully informed of the progress of this dialogue.”

G. COMMITTEE VIEWS ON LAW OF THE SEA CONVENTION

In September 2007, Chairman Rockefeller and Vice Chairman
Bond wrote to the Chairman and Ranking Member of the Com-
mittee on Foreign Relations in connection with that Committee’s
consideration of the Law of the Sea Convention. The purpose of the
letter was to provide their assessment, based on a closed Intel-
ligence Committee hearing in 2004 and the reconfirmation in 2007
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by the Secretary of State, Secretary of Defense, and DNI of views
that had been expressed to the Intelligence Committee by their
predecessors, on whether the Law of the Sea Convention would
have an adverse impact on U.S. intelligence activities.

Senators Rockefeller and Bond concluded: “the Law of the Sea
Convention neither regulates intelligence activities nor subjects
them to settlement procedures under the Convention. It is there-
fore our judgment that accession to the Convention will not ad-
versely affect U.S. intelligence collection or other intelligence ac-
tivities.” S. Hrg. 110-592, at 49-50 (2007) (hearing record of Com-
mittee on Foreign Relation reprinting Rockefeller-Bond letter).
Their letter appended a letter from the DNI that declassified closed
session testimony by the Director of Naval Intelligence before the
Intelligence Committee in 2004 that the Convention would not pro-
hibit U.S. maritime intelligence activities. Id. at 50.

H. AMENDMENT OF SENATE RESOLUTION 400 (94TH CONGRESS)

On January 30, 2007, the Committee unanimously reported an
original resolution, S. Res. 50, with an accompanying report, S.
Rep. No. 110-3, to amend the basic charter of the Committee, S.
Res. 400 of the 94th Congress (1976), in order to formally align the
jurisdiction of the Committee with changes made to the structure
of the Intelligence Community by the Intelligence Reform and Ter-
rorism Prevention Act of 2004. The resolution, which the Senate
agreed to on February 14, 2007, also made several technical
changes to S. Res. 400, all of which are described in the Committee
report.

The debate in 1976 on establishment of the Intelligence Com-
mittee, which was resolved by adoption of S. Res. 400, centered in
large part on the allocation of jurisdiction between the new com-
mittee and existing committees that had exercised jurisdiction over
elements of the Intelligence Community. The Intelligence Com-
mittee was assigned jurisdiction over the CIA and the Director of
Central Intelligence. It was also assigned jurisdiction over the in-
telligence activities of all other departments and agencies, such as
the NSA. In a special provision on sequential referrals, however, S.
Res. 400 recognized the continuing legislative interest of other Sen-
ate committees in IC elements that are within departments that
are generally within the jurisdiction of those committees. By its ex-
press language, the special sequential referral provision in S. Res.
400 did not apply to matters pertaining to either the CIA or the
Director of Central Intelligence.

S. Res. 50 amended S. Res. 400 to apply these jurisdictional prin-
ciples to the ODNI and the DNI. As amended, S. Res. 400 places
matters concerning the ODNI, the DNI, the CIA, and the Director
of the CIA, within the core jurisdiction of the Intelligence Commu-
nity and not subject to the authority of other committees to invoke
the special sequential referral provisions of S. Res. 400. Neverthe-
less, as the Committee advised the Senate (S. Rep. No. 110-3, at
3), the amendment does not alter the provision of S. Res. 400 which
ensures that nothing in S. Res. 400 shall be construed to effect the
authority of any committee to study or review an intelligence activ-
ity that “directly affects” a matter otherwise within that commit-
tee’s jurisdiction.
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S. Res. 400, as amended, is printed in the most recent publica-
tion of the Committee’s Rules of Procedures, S. Prt. 110-22, at 11—
17, and is available on the Committee’s Web site.

ITII. OVERSIGHT ACTIVITIES

A. ANNUAL WORLDWIDE THREAT HEARINGS

It is the Committee’s long-standing practice to begin each session
of the Congress with a hearing to review the Intelligence Commu-
nity’s assessment of the current and projected national security
threats to the United States. The hearings in the 110th Congress
covered a wide range of issues. The hearings provided the heads of
various all-source analytic agencies an opportunity to inform the
Committee and the American public about the threats facing the
country and about the abilities of their organizations to provide in-
formation and analysis about such threats, as well as, in the case
of some agencies, the capabilities within their organizations to
counter such threats.

On January 11, 2007, the Committee held an open and closed
hearing on the current and projected threats to the United States.
Testifying before the Committee were John D. Negroponte, DNI;
General Michael V. Hayden, Director of the CIA; Lieutenant Gen-
eral Michael Maples, Director of the DIA; Robert S. Mueller, Direc-
tor of the FBI; and Randall Fort, Assistant Secretary of State for
Intelligence and Research. Their unclassified prepared statements
for the record are available in the Hearings section of the Commit-
tee’s Web site.

Director Negroponte stated “The Nation requires more from our
Intelligence Community than ever before because America con-
fronts a greater diversity of threats and challenges than ever be-
fore.” He addressed in his opening remarks only a few of those
challenges and threats, focusing on: the threats posed by inter-
national terrorist organizations, especially al-Qa’ida but also in-
cluding Hizbollah; the challenges confronting Iraq and Afghanistan
in forging national institutions; the actions of Iran and North
Korea to develop or acquire weapons of mass destruction; Iran’s in-
fluence in the Middle East; “turmoil in Africa;” “democratization in
Latin America;” China’s modernization; and “energy security and
the foreign policy benefits which high prices offer states that are
hostile to United States interests.”

On February 5, 2008, the Committee held an open and closed
hearing on the current and projected threats to the United States.
This was the first worldwide threat hearing since the confirmation
of the new Director of National Intelligence and Director J. Michael
McConnell presented a consolidated statement (with a classified
version submitted for the record) on behalf of the Intelligence Com-
munity. Director McConnell was accompanied by General Michael
V. Hayden, Director of the CIA; Lieutenant General Maples, Direc-
tor of the DIA; Robert S. Mueller, Director of the FBI; and Randall
Fort, Assistant Secretary of State for Intelligence and Research. Di-
rector McConnell’s unclassified statement for the record is avail-
able in the Hearings section of the Committee’s Web site.

Director McConnell focused his oral testimony on the continuing
“preeminent terror threat” of al-Qa’ida; ongoing efforts of nation
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states and terrorists to develop and acquire dangerous weapons
and delivery systems; the evolving threat of cyber attack; condi-
tions in Iraq, Afghanistan, the Middle East and Africa; Russian
and Chinese military modernization; and the effect of high oil
prices, especially for Venezuela and Cuba.

B. STUDY GROUPS

During the 110th Congress, the Committee initiated five study
groups and continued a sixth that had begun during the previous
Congress. These study groups were each composed of four to seven
professional staff members from different career backgrounds and
with different committee responsibilities. The subjects were chosen
in response to Members’ determination that the Committee should
conduct proactive, in-depth analysis and research into areas of in-
creasing relevance to its intelligence authorization and oversight
responsibilities. Staff participants received briefings from and un-
dertook extensive interviews of intelligence officials at head-
quarters and in the field, and examined relevant documents. They
prepared written records of these meetings and briefed Members on
their findings and recommendations. They also arranged for hear-
ings, which offered opportunities for Members to explore the sub-
jects of study directly with IC officials, both to evaluate the effec-
tiveness of intelligence agency activities under the new IC struc-
ture established by the Intelligence Reform and Terrorist Preven-
tion Act, and to direct legislative remedies as needed.

1. Iran intelligence collection and analysis

The Committee continued and expanded the review of intel-
ligence on Iran that it began in 2005. The study group mapped the
U.S. Intelligence Community’s collection efforts worldwide, visiting
sites in the United States and abroad, and studied key analytical
products on Iran. The study group provided a briefing to Members
in March 2007.

In addition to reporting to Members on the substance of the 2005
National Intelligence Estimates (NIEs) on Iran, the study group
identified possible methodological problems, which it attempted to
explore further with the Intelligence Community prior to the publi-
cation of new Iran NIEs, then under preparation. Unfortunately,
IC delays in providing responses to questions for the record and re-
quested documents relating to the 2005 estimates prevented those
efforts from reaching fruition. A decision by the DNI to refuse
study group access to key intelligence source documents for the
2007 Iran NIE prevented the type of rigorous review of the esti-
mate the Committee had anticipated. The study group nonetheless
continued to monitor closely other intelligence produced on Iran,
receiving frequent briefings from intelligence agency elements on a
variety of subjects, but particularly on Iran’s nuclear program and
support for terrorism. The study group prepared or supported eight
hearings held by the Committee on Iran during the period of this
activity report.

2. Terrorist safehavens

The Committee established the Terrorist Safehavens Study
Group to examine the Intelligence Community’s intelligence pos-
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ture toward and understanding of those regions that were serving
or would be likely to serve as safehavens for terrorist activity. The
scope of effort included not only the areas of most acute current
concern, like Pakistan’s Federally Administered Tribal Areas, but
also other areas where weak governmental controls and other fac-
tors could foster future safehavens. Study group members were
briefed by the National Counterterrorism Center and other IC ele-
ments and by the State Department’s Coordinator for Counterter-
rorism on the Government’s analytic frameworks and knowledge
management systems for assessing safehavens and on the effective-
ness of counterterrorist operations in these regions. The work of
the study group contributed to two hearings in 2007 and led to five
recommendations for Committee Members on ways to enhance the
effectiveness of intelligence support for counterterrorism efforts.

3. Clandestine human source intelligence (HUMINT)

The reorganization of the Intelligence Community under the
2004 Intelligence Reform and Terrorism Prevention Act has had a
significant effect on the HUMINT function—particularly regarding
the interface between activities of the Department of Defense, CIA,
and FBI. The HUMINT Study Group was established in 2007 to ex-
amine the dynamic transition underway and to make recommenda-
tions to improve effectiveness in the conduct of HUMINT. The
study group held numerous in-depth discussions with IC leaders
and senior officials involved in HUMINT management. It met with
the principal HUMINT specialists and intelligence directors of the
Combatant Commands and the Military Services, intelligence and
operations officers from the U.S. Special Operations Command, and
the unconventional warfare expert of the U.S. Army Special Forces
Command, as well as officials of the FBI and CIA. The study group
also conducted numerous interviews with case officers. It contrib-
uted to preparations for 15 closed hearings that related to
HUMINT during the period of this report.

As a result of the HUMINT Study Group’s efforts, nine Congres-
sionally Directed Actions were incorporated into the Committee’s
report accompanying the Fiscal Year 2009 Intelligence Authoriza-
tion bill. The Intelligence Community has initiated a number of or-
ganizational and policy changes consistent with these recommenda-
tions.

4. Terrorist ideology

Early in the 110th Congress, the Committee established a study
group on terrorist ideology, with the goals of mapping the IC’s con-
tribution to understanding the ideological component of conflict, as
well as the media methods our opponents use to support their ef-
forts. The group used the oversight tools available to the Com-
mittee to understand where research and analysis was being con-
ducted on the question of counter-ideology, and how this knowledge
was being provided to policymakers throughout the Government.

The Committee encouraged the study group to expand the scope
of the review and include an assessment of the entire U.S. Govern-
ment’s efforts on what would eventually become recognized as
“strategic communications.” In particular, the study group sought
to understand how IC research and analysis contributed to U.S.
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diplomatic efforts—especially in determining where there is
connectivity and where disconnects exist. Elements within the De-
partments of Defense and State shared their progress on questions
of ideological engagement throughout the world. The study group
also was able to interview numerous former government officials,
as well as representatives of other non-governmental organizations,
who drew on vast and relevant experience.

The study group prepared three hearings for the Committee dur-
ing the reporting period, including a June 12, 2007, open hearing
on “Terrorism Ideology,” S. Hrg. 110-348 (2007), addressing global
ideology, regional differences, and the role of ideology in Iraq.

5. China

The Committee directed the China Study Group to examine the
DNTI’s China strategy and to focus on two large issue areas: (1) in-
telligence collection and analysis posture, resource allocation, and
gaps; and (2) China’s counterintelligence and espionage threats to
the United States. By the end of the reporting period, the study
group had conducted a thorough review of the existing capabilities
and activities of the Intelligence Community with respect to China.
The study group received numerous briefings from intelligence
agency representatives and conducted two field visits to China. The
study group prepared one closed hearing for the Committee during
this period.

6. Cyber security

The many dramatic benefits of the Internet have been accom-
panied by what the Committee views as a serious threat—the dan-
ger of computer network (“cyber”) attack, cyber espionage, and
cyber crime against U.S. interests by amateur programmers, crimi-
nal organizations, and sophisticated nation-state adversaries—to
our national security including economic security. The Committee
created a new cyber security study group, consisting of seven Com-
mittee staff members with expertise in national security law, tech-
nology, foreign policy, military affairs, and counterintelligence, to
investigate in further detail the wide range of U.S. Government
cyber-related challenges and to prepare recommendations for fu-
ture Committee action. The study group began working with de-
partments and agencies across the Executive branch, other Con-
gressional committees, and private sector leaders to broaden the
Committee’s understanding of cyber issues.

The Committee held two closed hearings and numerous briefings
examining the cyber threat and the IC’s response to it. The first
hearing on the cyber threat was held in 2007; a second was held
in 2008. In parallel with the hearings, the Committee’s Technical
Advisory Group was asked to study technology and policy aspects
of cyber security and to report its findings and actionable rec-
ommendations on priorities for Congress. The Committee’s second
hearing on Cyber Security explored the President’s new Com-
prehensive National Cyber Security Initiative, initiated in January
2008, focused on improving the security of U.S. federal government
computer networks. The Committee’s annex to its fiscal year 2009
intelligence authorization bill formally requested documents detail-
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ing the legal foundations and privacy implications of the Com-
prehensive National Cyber Security Initiative.

C. COMMITTEE REVIEWS

1. Inquiry into the prewar intelligence assessments on Iraq

In June 2003, the Committee began a formal review of U.S. intel-
ligence related to the existence of Iraq’s weapons of mass destruc-
tion programs, Iraq’s ties to terrorist groups, Saddam Hussein’s
threat to stability and security in the region, and his violations of
human rights including the actual use of weapons of mass destruc-
tion against his own people.

In February 2004, the Committee announced a second phase
(Phase II) of its Iraq review that included prewar intelligence about
postwar Iraq, whether prewar public statements were substan-
tiated by intelligence information, the Intelligence Community’s
use of information provided by the Iraqi National Congress, and in-
telligence activities within the Office of the Under Secretary of De-
fense for Policy.

On September 8, 2006, the Committee submitted to the Senate
redacted unclassified reports on two Phase II matters: (1) Postwar
Findings About Iraq’s WMD Programs and Links to Terrorism and
How They Compare with Prewar Assessments, S. Rep. No. 109-331
(Accuracy Report); and (2) The Use by the Intelligence Community
of Information Provided by the Iraqi National Congress, S. Rep.
No. 109-330 (INC Report).

On May 8, 2007, the Committee filed with the Senate the re-
dacted unclassified report entitled “Prewar Intelligence Assess-
ments About Postwar Iraq,” S. Rep. No. 110-76 (Prewar/Postwar
Report). Two sets of additional views to the report were filed. One
set was filed by Chairman Rockefeller and Senators Wyden, Bayh,
and Whitehouse. Another was filed by Senator Feinstein. Three
sets of minority views were filed: (1) by Vice Chairman Bond and
Senators Warner, Hatch, and Burr; (2) by Vice Chairman Bond and
Senators Hatch and Burr; and (3) by Senators Chambliss, Hatch,
and Burr. These views, and the amendments offered by Vice Chair-
man Bond to the report and conclusions, are described in the re-
port.

On June 5, 2008, the Committee filed with the Senate two addi-
tional redacted unclassified reports on Phase II matters: (1) Wheth-
er Public Statements Regarding Iraq by U.S. Government Officials
were Substantiated by Intelligence Information, S. Rep. No. 110-
345 (Public Statements Report); and (2) Intelligence Activities Re-
lating to Iraq conducted by the Policy Counterterrorism Evaluation
Group and the Office of Special Plans within the Office of the
Under Secretary of Defense for Policy, S. Rep. No. 110-346 (Rome
Report).

Chairman Rockefeller, Vice Chairman Bond, and Senators Fein-
stein, Warner, Hagel, Chambliss, Hatch, Feingold, Snowe and Burr
all filed additional or minority views with the Public Statements
report. Vice Chairman Bond and Senators Hatch, Chambliss, and
Burr filed minority views with the Rome report. Those views, along
with the amendments to both reports filed by the Vice Chairman
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on behalf of the Minority, are printed in the reports themselves,
and all are available on the Committee’s Web site.

Redacted copies of these reports are available on the Committee’s
website. Unredacted classified copies of the reports are available to
all Members of the Senate for reading at the Committee.

2. Electronic surveillance

a. President’s surveillance program

As described in Section II of this report, consideration of meas-
ures to modernize the FISA and to address lawsuits brought
against private carriers for alleged participation in the presidential
electronic surveillance program that came to be known as the Ter-
rorist Surveillance Program was a major focus of the Committee
during the 110th Congress. Prior to the disclosures of December
2005, and the President’s subsequent acknowledgment that he had
authorized a program outside of the FISA, information concerning
the program had been limited by the Executive branch to very few
members of Congress—the leadership of the Senate, the House of
Representatives, and the congressional intelligence committees
plus senior members of the Defense Appropriations Subcommittee
and a few other members of the congressional leadership.

During the 109th Congress, the Chairman and Vice Chairman of
the Committee sought to have access to the program expanded to
all of the Members of the Committee. In March 2006, the Com-
mittee reached an agreement with the Executive branch to estab-
lish an ad hoc subcommittee of seven Members, including the
Chairman and Vice Chairman, to oversee the program. In May
2006, the restriction was further modified and all members of the
Committee, and three members of the staff, were given access to
information about the NSA program.

At the beginning of the 110th Congress, restrictions on access to
the program were further modified to allow a larger number of
staff to have access to information about the program. In tandem
with the effort to determine whether legislation was needed to
amend FISA, the Committee conducted a series of classified hear-
ings, briefings, and interviews to understand the historical context
of the program and the sources and methods that were involved.

As described in the report (S. Rep. No. 110-209) to accompany
the Committee’s legislation to amend FISA, under the President’s
surveillance program, beginning soon after September 11, 2001, the
Executive branch provided written requests or directives to U.S.
electronic communications service providers at regular intervals.
The activities of the National Security Agency under the program
were reauthorized by the President on a periodic basis through
January 2007. The Committee reviewed all of the relevant cor-
respondence from the Executive branch to the providers that par-
ticipated in the program, as well as each of the presidential author-
izations and accompanying documents.

Over time, the program was modified to reflect new contin-
gencies. These modifications, and the resulting documents arising
from the modifications, were examined by the Committee. Through-
out the duration of the program, attorneys from the Office of Legal
Counsel generated legal opinions on the program. The Committee
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reviewed these opinions and discussed their development with rel-
evant attorneys.

The Committee’s effort to secure information pertaining to the
program was more difficult than it should have been. The Com-
mittee repeatedly requested to see the text of the presidential au-
thorizations for intelligence collection outside of FISA and the legal
opinions of the Department of Justice that supported the authoriza-
tions. Although the Committee had been learning about the sub-
stance of these documents from witnesses who appeared before the
Committee in 2006 and 2007, the Committee only gained access to
the actual texts for the first time on October 9, 2007, and for a lim-
ited period of time afterward, but was not allowed to retain copies
of the opinions.

b. Transition to FISC orders in 2007

As described earlier in this report, Attorney General Gonzales
wrote to the Senate and House Judiciary and Intelligence Commit-
tees in January 2007 that a judge of the FISC had issued orders
authorizing the Government to target for collection international
communications into or out of the United States where there was
probable cause to believe that one of the parties to the communica-
tion is a member of al Qaeda or a related terrorist organization.

The Committee received access to the FISC orders and the sup-
porting documentation, including the memoranda filed by the De-
partment of Justice in support of its application. The Committee
also examined the subsequent ruling of a second FISC judge, and
related documents, concerning renewal of the January 2007 orders,
as described earlier in the report. The Committee received exten-
sive briefings from the DNI and others on the impact of that ruling
in light of the terrorist threat environment.

c. Ouversight of implementation of the Protect America Act of
2007

After enactment of the Protect America Act of 2007 on August
5, 2007, the Committee immediately began to review the Act’s im-
plementation. This review included a Committee hearing, on-site
briefings at the NSA, and briefings from the Department of Justice
attorneys responsible for compliance reviews during the duration of
the PAA.

The Committee was provided the certifications issued under the
PAA by the Attorney General and DNI, and supporting documents.
The Committee also examined documents related to judicial review
of the PAA.

d. QOuversight of implementation of the FISA Amendments Act
of 2008

The Committee continues to examine issues related to electronic
surveillance, FISA, and the President’s surveillance program. With
respect to implementation of the authorities under the FISA
Amendments Act of 2008 for targeting certain persons outside the
United States other than United States persons, the Committee
has reviewed with Department of Justice officials the Attorney
General guidelines issued under section 702(f) to ensure compli-
ance with limitations to prevent reverse targeting and targeting of
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purely domestic communications. The Committee is also reviewing
opinions of the FISC, and related documents, pertaining to the im-
plementation of the FAA.

The Committee has received extensive briefings from the Na-
tional Security Division of the Department of Justice and the NSA
with respect to the conduct of electronic surveillance under FISA.
These briefings, and access to the relevant court documents, have
greatly assisted the Committee in its oversight responsibilities.

Title III of the FAA, as described earlier in this report, provides
for a comprehensive review of the President’s surveillance program
by the IGs whose departments or IC elements participated, within
each IG’s oversight authority and responsibility. The Committee
has received the interim report required under the FAA and has
reviewed it with the relevant IG offices. The Committee originally
received the report in classified form. Following our request, the
Committee also received an unclassified form of the interim report
in November 2008. A final report of the IGs in unclassified form,
which may include a classified annex, is to be submitted to the
House and Senate intelligence and judiciary committees within a
year of the enactment of the Act (July 10, 2009). The Committee
is monitoring the work of the IGs and the cooperation of the rel-
evant components of the Executive branch.

e. Allegation of improper intelligence activities at Fort Gor-
don, Georgia

In early October 2008, a series of press reports raised allegations
from former U.S. military reserve personnel regarding the im-
proper collection of communications at an NSA facility located at
Fort Gordon, Georgia. The press articles stated the former U.S.
military reserve personnel had alleged that the conversations of
U.S. personnel in Iraq, as well as those of U.S. aid workers and
journalists, were listened to as part of their unit’s support to the
war on terrorism. In response to these reports, the Committee
Chairman issued an October 9, 2008, press release stating the alle-
gations were extremely disturbing and the Committee was exam-
ining the matter. Since that date the Committee staff has held
three meetings with the appropriate DOD and NSA personnel, and
reviewed the inquiries related to these allegations already con-
ducted by those entities.

The Committee also has been advised that in response to the
new information contained in the current press reporting, current
investigations are being undertaken by the IGs of the NSA and the
U.S. Army Intelligence and Security Command. In addition, the
DNI has tasked his Civil Liberties Protection Officer to review the
investigations of these allegations to determine if there is a need
for improvements to the IC’s handling of U.S. person information.
Upon receipt of the final reports of investigation from the IGs and
the findings of the Civil Liberties Protection Officer, the Committee
will take the appropriate action to ensure the suggested corrective
actions are implemented.

3. Iraq

The Committee held frequent hearings on Iraq with the purpose
of overseeing the Intelligence Community’s ability to collect intel-
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ligence and provide assessments to policymakers. Hearings pro-
vided Senators with intelligence assessments about the situation
and trends in Iraq and in other nations in the region that affect
Iraqi security and stability. In addition, the hearings provided in-
formation on the Intelligence Community’s collection posture, and
the Intelligence Community’s plans to support decision makers as
the conflict and U.S. presence in Iraq changes.

In addition to hearings, the Committee received regular briefings
and reports from the National Intelligence Council, Central Intel-
ligence Agency, elements of the Department of Defense, Depart-
ment of State, and nongovernmental organizations. The Committee
provided intelligence assessments and briefings to support travel to
Iraq by members of the Committee and other Senators. These ac-
tivities supported intelligence oversight activities and helped to in-
form the legislative debate over the appropriate U.S. policy for
Iragq.

4. Information security in the intelligence community

Although the Committee’s examination of the cyber threat to the
United States includes all U.S. interests, the Committee is con-
cerned in particular about potential threats to IC information sys-
tems. The Committee’s Fiscal Year 2009 Intelligence Authorization
bill sought improved accountability for IC information security. The
Committee requested that the DNI provide a report that sets forth
the specific roles and responsibilities for IC information security
under relevant legislation, executive orders, and current practices,
and discuss how accountability for IC information security could be
improved.

Also, the Committee requested a joint assessment by the DNI
and the Secretary of Homeland Security on how cyber threat intel-
ligence information, including classified information, is shared with
the U.S. critical infrastructure leadership. This assessment should
combine the best threat information from the Intelligence Commu-
nity and the best vulnerability information from the Department of
Homeland Security to examine the cyber threat to U.S. critical in-
frastructure.

5. Research and development

In early 2008, the Committee’s Technical Advisory Group (TAG)
conducted a review of research and development spending in the
Intelligence Community. The TAG found that, while the Intel-
ligence Community had in the past been in the forefront of signifi-
cant scientific breakthroughs, the Intelligence Community for the
past two decades has been trailing the private sector in advances
in computer and other information technologies. The Committee
and the TAG concluded that the Intelligence Community must re-
gain its capabilities in advanced research and development to de-
velop new sensors, analytical enablers, knowledge management
tools, and other capabilities to provide our nation’s policymakers
and warfighters with an information advantage.

To that end, in the Fiscal Year 2008 and Fiscal Year 2009 Intel-
ligence Authorization bills the Committee strongly supported the
new Intelligence Advanced Research Projects Activity (IARPA), a
dedicated, community-wide research activity freed from the pres-
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sures of an intelligence operational mission, founded to take great
scientific risks and reap great technological rewards for the Intel-
ligence Community. Wishing to ensure that the IJARPA has the ap-
propriate authorities and stature to be effective in fulfilling its
unique mission, the Committee requested that the DNI evaluate
TARPA’s location in the ODNI organization and consider delegation
of personnel, contracting, and other authorities to improve the ef-
fectiveness of IARPA.

Additionally, the Committee recommended significant changes to
the fiscal year 2009 budget request to increase research and devel-
opment spending in the Intelligence Community to four percent of
its total budget. Further, the Committee stated its intention to rec-
ommend further growth in research and development spending in
future authorization bills to approximately five percent of the total
IC budget and to keep this funding stable in the out years to en-
sure the United States will be able to develop the next sensor or
system that will help prevent the next attack or strategic surprise.

6. The ODNI and revision of E.O. 12333

The Committee continued its oversight of the ODNI throughout
the 110th Congress. The position of the DNI was established by the
Intelligence Reform and Terrorism Prevention Act of 2004, and was
given a variety of statutory authorities and responsibilities. The
ODNI includes a management staff which assists the Director in
coordinating the resources and activities of the various intelligence
agencies. It also includes several functional organizations, includ-
ing the National Counterterrorism Center, the National Counter-
proliferation Center, the National Counterintelligence Executive,
and the National Intelligence Council.

The Committee held an open hearing on the status of ongoing in-
telligence reform efforts on January 23, 2007. The positions of Di-
rector and Principal Deputy Director of National Intelligence were
vacant at that time, so the four other Deputy Directors, along with
the Chief Information Officer and the Deputy Program Manager for
the Information Sharing Environment, served as witnesses. Wit-
nesses discussed the impact of structural changes made to the IC,
as well as the status of various efforts to reform management, in-
formation sharing, and coordination throughout the intelligence
agencies, and efforts to improve the quality of intelligence collec-
tion and analysis.

After his confirmation in February 2007 (see Section IV.A), Di-
rector McConnell and his deputies appeared before the Committee
for numerous briefings and hearings throughout the 110th Con-
gress and the Committee monitored the progress of his two major
mlanagement initiatives, the “100 Day Plan” and the “500 Day
Plan”.

The Committee held an open hearing on the authorities of the
DNI on February 14, 2008. Director McConnell, the sole witness,
discussed the challenges of having a national intelligence leader-
ship role without operational control over most of the elements of
the Intelligence Community. He also discussed his vision for the
Intelligence Community writ large and the ODNI in particular.
Several Committee members expressed the view that the Director’s
authorities may be inadequate to fulfill the position’s various statu-



30

torily-mandated responsibilities. In particular, it was noted that
the Director’s authorities to transfer resources and personnel from
one intelligence agency to another have been used relatively rarely,
and that this may be the result of administrative obstacles that
prevent them from being used efficiently.

During his tenure, Director McConnell led an effort to update
Executive Order 12333, which is a foundational document for the
Intelligence Community. Revisions to the Executive Order were
promulgated on July 30, 2008. They represented the first com-
prehensive change (though not the first modifications) of the Exec-
utive Order since its issuance in 1981 and primarily addressed
Part 1 (duties and responsibilities with respect to the national in-
telligence efforts). The rewritten Executive Order has been ad-
justed to account for the creation of new elements of the Intel-
ligence Community, such as the Director of National Intelligence,
the National Geospatial Intelligence Agency, and the FBI's Na-
tional Security Branch. It clarifies the role of the DNI in particular,
and includes the new definition of “national intelligence” adopted
by Congress in the Intelligence Reform and Terrorism Prevention
Act of 2004.

The Committee was consulted on the revision process, and held
a closed hearing on the rewritten Executive Order shortly after its
release. Committee staff was also able to review drafts of the pro-
posed revisions shortly before they were finalized. The Committee
noted that the revised Executive Order contains more than a dozen
sections that call for the drafting of new rules or guidelines on var-
ious topics, including information access, security standards, intel-
ligence collection and analysis, acquisition of major systems, classi-
fication and declassification, and intelligence relationships with for-
eign governments. At the close of the 110th Congress, many of
these new rules and guidelines remained works in progress.

The Committee also examined the fiscal year 2008 and 2009
budget requests for the ODNI as part of the annual intelligence au-
thorization process, and recommended various adjustments in re-
source and funding levels. In particular, the Committee noted that
the Civil Liberties Protection Officer, who holds a wide range of
statutorily-mandated responsibilities, had a staff of only two depu-
ties, plus himself. The Committee recommended a significant in-
crease in the size of this office. This recommendation was eventu-
ally enacted in other legislation for fiscal year 2008, and sustained
in the President’s budget request for fiscal year 2009, essentia